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Abstract— PHRs grant patients access to a wide range of health information sources, best medical 
practices and health knowledge. In patient centric secure sharing, patients will create, manage and 
control their personal health data from one place using the web. In cloud computing, it is attractive for 
the health record service providers to shift their patients data applications and storage into the cloud, in 
order to like the flexible resources and diminish the operational cost, but by storing health records  in the 
cloud, the patients be unable to find physical control to their personal health data, which makes it 
required for each patient to encrypt the data prior to uploading to the cloud servers. Under encryption, it 
is difficult to achieve fine -grained access control to personal health data in a scalable and well-organized 
way. Existing cryptographic enforced access control schemes are mostly designed for the single -owner 
scenarios. In this, suggest a patient-centric frame work and a suite of mechanism for data access control 
to PHRs stored in semi -trusted servers. To allow fine-grained and scalable access control for PHRs, 
control attribute based encryption (ABE) techniques to encrypt every patients data. Different from 
earlier works in protected data outsourcing, center on the multiple data owner scenario, and separate the 
user in the system into multiple security domains that really decreases the key managing complexity for 
owners and users. In this way, a high degree of patient privacy is assured concurrently by developing 
multi-authori ty ABE. 
Keywords- Cloud computing, Multi-authority, Personal Health Records, Fine-grained access control. 
I. INTRO DUCTION 
Cloud computing provides a combination 
informat ion, software and computing power which 
are availab le in different locations over a network, 
providing services by offering resources which are 
scalable, robust, keeping in mind the affo rdability. As 
Cloud Computing turn into prevalent, more and more 
susceptible informat ion are being centralized  
interested in the cloud, such as emails, personal 
health records, government documents, etc. In recent 
years this personal health record is emerged a patient 
centric design of health message exchange. The PHR 
service outsourced the records to the cloud servers 
due to the difficu lties in cost of build ing and 
maintaining the data. The cloud server is an semi-
trusted server and hence the PHR owner encrypt the 
data before outsourcing. But while using third party 
service providers there are many security and privacy 
risks for PHR. The main concern is whether the PHR 
owner actually gets full control of h is data or not, 
especially when it is stored at third party servers 
which is not fully trusted. To ensure patient-centric 
privacy control over their own PHRs, it  is essential to 
provide data access control mechanisms. Our 
approach is to encrypt the data before outsourcing. 
PHR owner will decide which  users will get access to 
which data in  record. A   file  should availab le to only  
those users who are given corresponding decryption 
key. And the patient shall retain the right to revoke  
the access privileges whenever they feel it is 
necessary. The main  concern is about whether the 
patients could actually control the sharing of their 
sensitive personal health information (PHI), 
especially when they are stored on a third-party 
server which people may not fu lly  trust. A feasible 
and promising approach would be Attribute based 
encryption (ABE) determines decryption ability 
based on a user’s attributes. In a multi-authority ABE 
scheme, multip le attribute-authorities monitor 
different sets of attributes and issue corresponding 
decryption keys to users and encryptors can require 
that a user obtain keys for appropriate attributes from 
each authority before decrypting a message. 
However, the CA in  that construction has the power 
to decrypt every ciphertext, which seems somehow 
contradictory to the original goal of distributing 
control over many potentially untrusted authorities. 
Moreover, in  that construction, the use of a consistent 
GID allowed the authorities to combine their 
informat ion to build a full p rofile with all of a user’s 
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attributes, which unnecessarily compromises the 
privacy of the user.  
II. RELATED WORK 
In order to keep the personal health data stored on a 
semi-trusted server, assume attribute-based 
encryption (ABE) as the key encryption primitive. 
Using ABE, access policies are expressed based on 
the attributes of users or data, which permits a patient 
to selectively split PHR among a set of users by 
encrypting the file under a set of attributes, without 
the need to know a whole list of users. To recover 
upon the scalability of the above solutions, one-to-
many encryption techniques such as ABE can be 
used. There has been a growing interest in applying 
ABE to protected electronic healthcare records 
(EHRs). 
The attribute based encryption scheme with efficient 
revocation which can be proved secure in the 
standard model. The construction uses linear secret 
sharing and binary tree techniques as the underlying 
tools. In addition to assigned attribute set, each user is 
also assigned with a unique identifier. Therefore, a  
user can be easily revoked by using his/her unique 
identifier; on the other hand, the encryption and 
decryption algorithms of ABE (Attribute Based 
Encryption) can be done without any involvement of 
these unique identifiers. 
KP-ABE [4] is a public key cryptography primitive 
for one-to-many encryption. In KP-ABE, data are 
associated with attributes that will have the public 
key component. The encryptor/owner associates the 
set of attributes to the message by encrypting it with 
the corresponding public key components. Each 
user/clients is assigned an access structure which is 
usually defined as an access tree that contains the 
data attributes in which the interior nodes of the 
access tree are threshold gates and leaf nodes are 
associated with attributes. User secret key is defined 
based on the access structure so that the user is able 
to decrypt a ciphertext if and only if the data 
attributes satisfy his access structure. The main  
disadvantage in the scheme is that the data owner is 
also a Trusted Authority (TA) at the same t ime. If this 
scheme is applied to a PHR system with multiple data 
owners and users, it would be inefficient because then 
each user would receive many keys from mult iple 
owners, even if the keys contain the same set of 
attributes. 
Sahai et al [5] introduced the concept of another 
modified form of ABE called CP-ABE that is 
Ciphertext Policy Attribute Based Encryption.In 
several distributed systems a user should only be able 
to access data if a  user possess a certain set of 
credentials or attributes.To store the data and mediate 
access control a trusted server is the only method for 
enforcing such policies The confidentiality of the data 
will be compromised, if any server storing the data is 
compromised. The storage server is untrusted if the 
data can be confidential by this technique. In 
ciphertext-policy attribute-based encryption (CP-
ABE), depends how attributes and policy are 
associated with cipher texts and users decryption 
keys. However, basic CP-ABE schemes are far from 
enough to support access control in modern enterprise 
environments, require considerable flexib ility and 
efficiency in specifying policies and managing user 
attributes. But Decryption keys only support user 
attributes that are organized logically as a single set, 
so users can only use all possible combinations of 
attributes in a single set issued in their keys to satisfy 
policies. 
S. Ruj, A. Nayak, and I. Stojmenovic [6] introduced a 
concept of Distributed Attribute-Based Encryption 
(DABE). In DABE, there will be an  arbitrary number 
of parties to maintain attributes and their 
corresponding secret keys. There  are  three  d ifferent  
types  of  entities  in  a  DABE  scheme [6]:  
 The master is responsible for the distribution of 
secret user keys.  However, master is not 
involved in the creation of secret   attribute keys.    
 Attribute  authorities  are  responsible  to  verify   
whether  a  user  is  eligib le  of  a  specific  
attribute;  in  this  case  they  distribute  a  secret  
attribute  key  to  the  user.  An  attribute 
authority generates a public attribute key  for 
each attribute  it  maintains;  this  public  key will  
be  available  to  all  the  users.  Eligib le users 
receive a personalized secret attribute key over   
an   authenticated   and trusted channel.  
 Users can encrypt and decrypt messages.  To  
encrypt  a  message,  user  should  formulate  the  
access  policy  in  Disjunctive Normal  Form  
(DNF).To  decrypt  a   ciphertext,  a   user needs at  
least access  to  some  set of attributes which 
satisfies the access policy. The main advantage 
of the solution is each user can obtain secret keys 
from any subset of the Trusted Authorities (TAs) 
in the system. But It requires a data owner to 
transmit an  updated ciphertext  component to 
every non-revoked user. While sharing the 
informat ion the communication overhead of key  
revocation is still h igh. 
III. PROBLEM DES CRIPTION 
Consider a PHR system where there are mult iple 
PHR owners and PHR users. The owners refer to 
patients who have fu ll control over their own data, i.e  
they can create, manage and delete it. There is a 
central server belonging to the service provider that 
stores all the owners PHRs. The users may come 
from various aspects for example a Users access the 
PHR documents through the server in order to read or 
write to someone personal health record, and a user 
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can simultaneously have access to multiple owners 
data.  
Attribute based encryption (ABE) determines 
decryption ability based on a user’s attributes. In a 
multi-authority ABE scheme, mult iple attribute-
authorities monitor d ifferent sets of attributes and 
issue corresponding decryption keys to users and 
encryptors can require that a user obtain keys for 
appropriate attributes from each authority before 
decrypting a message. 
 Data Confidentiality: Unauthorized users who do 
not possess enough attributes satisfying the 
access policy or do not have proper key access 
privileges should be prevented from decrypting a 
PHR document, even under user collusion. Fine-
grained access control should be enforced, 
meaning different users are authorized to read 
different sets of documents. 
 On-demand revocation: whenever a user’s 
attribute is no longer valid, the user should not be 
able to access future PHR files using that 
attribute. This is usually called attribute 
revocation. 
 Write Access Control: To prevent the 
unauthorized contributors to gain write-access to 
owners PHRs while the legitimate contributors 
should access the server with accountability. The 
data access polices should be flexib le.  
 Scalability, efficiency and usability: The PHR 
system should support users from both the 
personal domain and public doings. Since the set 
of users from the public domain may be large in  
size and unpredictable, the system should be 
highly scalability in terms of complexity in key  
management, communication, computation and 
storage. 
IV. PROPOS E  FRAMEWORK 
The main goal of the framework is to provide secure 
patient-centric PHR access and efficient key  
management at the same time. The key idea is to 
divide the system into mult iple security domains 
namely public domains (PUDs) and personal domains 
(PSDs) according to the different user’s data access 
requirements. The PUD consists of users who make 
access based on their professional roles, such as 
doctors, nurses and medical researchers. In practice, a  
PUD can  be mapped to an independent sector in the 
society, such as the health care, government or 
insurance sector. For each  PSD, its users are 
personally associated with a data owner and they 
make access to PHRs based on access rights assigned 
by the owner.  
In both types of security domains, utilize ABE to 
realize cryptographically enforced, patient-centric 
PHR access. Especially in a PUD multi-authority 
ABE is used , in which there are multip le “attribute 
authorities “ (AAs), each governing a disjo int subset 
of attributes. Role Attributes are defined for PUDs 
representing the professional ro le or obligations of a 
PUD user. Users in PUDs obtain their attribute-based 
secret keys from the AAs, without directly interacting 
with the owners.  
To control access from PUD users, owners are free to 
specify role-based fine-grained access polices for her 
PHR files types and access requirements in a PHR 
system. The use of ABE makes the encrypted PHRs 
self-protective. 
 
Figure 1. The propose frame work for maintaining 
PHRs in trusted storage under multi owner settings. 
V. IMPLEMENTATION DETAILS  
A.  Authentication and Authorization 
This module contains all the informat ion about the 
authenticated user. User without the username and 
password cannot enter into the login if the user is 
only the authenticated user then the user can enter to 
login. The normal reg istration for the multip le users. 
There are mult iple owners, multip le AAs, and 
multip le users. The attribute hierarchy of files – leaf 
nodes is atomic file  categories while internal nodes 
are compound categories. Dark boxes are the 
categories that a PSD’s data reader has access to.  
B. Upload files with secure key  
In this module, users upload their files with secure 
key probabilities. The owners upload Asymmetric 
encrypted PHR files to the server. Each owner’s PHR 
file  encrypted both under a certain  fine grained 
model. 
C.  Fine-grained Data Access Control 
In this module Asymmetric to realize fine-grained 
access control for outsourced data especially, there 
has been an increasing interest in apply ing 
Asymmetric to secure electronic healthcare records 
(EHRs). An Asymmetric -based infrastructure for 
EHR systems, where each patient’s EHR files are 
encrypted using a broadcast. However, the cipher text  
length grows linearly with the number of UN revoked 
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users. In a variant of Asymmetric that allows 
delegation of access rights is proposed for encrypted 
EHRs applied cipher text policy Asymmetric to 
manage the sharing of PHRs, and introduced the 
concept of social/professional domains investigated 
using Asymmetric to generate self-protecting EMRs, 
which can  either be stored on cloud servers or cell 
phones so that EMR could be accessed when the 
health provider is offline. 
D. Key Distribution 
In this module the system first defines a common 
universe of data attributes shared by every PSD, such 
as “basic profile”, “medical history”, “allergies”, and 
“prescriptions”. An emergency attribute is also 
defined for break-glass access. Each  PHR owner’s 
client application generates its corresponding 
public/master keys. The public keys can be published 
via user’s profile in an online healthcare social-
network (HSN) 
There are two ways for distributing secret keys.  
 First, when first using the PHR service, a PHR 
owner can specify the access privilege o f a data 
reader in her PSD, and let her applicat ion 
generate and distribute corresponding key to the 
latter, in a way resembling invitations in Google 
Doc.  
 Second, a reader in PSD could  obtain the secret 
key by sending a request (indicating which types 
of files she wants to access) to the PHR owner 
via HSN, and the owner will grant her a subset of 
requested data types. 
VI. SECURITY ANALYS IS  
A.  Secure sharing of Records  
The system is designed to manage Personal Health 
Records (PHR) with different user access 
environment. The data values are maintained under a 
third party cloud provider system. The data privacy 
and security is assured by the system. The privacy 
attributes are selected by the patients. The data can be 
accessed by different parties. The key values are 
maintained and distributed to the authorities. The 
system is enhanced to support Distributed ABE 
model. The user identity based access mechanism is 
also provided in  the system. The system is div ided 
into six major modules. They are data owner, cloud 
provider, key management, security process, 
authority analysis and client.  
 Data Owner: The data owner module is designed 
to maintain the patient details. The attribute 
selection model is used to select sensitive 
attributes. Patient Health Records (PHR) is 
maintained with d ifferent attribute collections. 
Data owner assigns access permissions to various 
authorities. 
 Cloud Provider: The cloud provider module is 
used to store the PHR values. The PHR values 
are stored in databases. Data owner uploads the 
encrypted PHR to the cloud providers. User 
access information's are also maintained under 
the cloud provider. 
 Key Management: The key management module 
is designed to manage key values for different 
authorities. Key values are uploaded by the data 
owners. Key  management process includes key 
insert and key revocation tasks. Dynamic policy  
based key management scheme is used in  the 
system. 
 Security Process: The security process handles 
the Attribute Based Encryption operations. 
Different encryption tasks are carried  out for 
each authority. Attribute groups are used to allow 
role based access. Data decryption is performed  
under the user environment. 
 Authority Analysis: Authority analysis module is 
designed to verify  the users with  their ro les. 
Authority permissions are initiated by the data 
owners. Authority based key values are issued by 
the key management server. The key and 
associated attributes are provided by the central 
authority.  
 Client: The client module is used to access the 
patients. Personal and professional access models 
are used in the system. Access category is used 
to provide different attributes. The client access 
log maintains the user request information  for 
auditing process. 
VII. PERFORMANCE ANALYS IS 
The scalability and efficiency of any cryptographic 
system is evaluated by the following three 
parameters. 
 Storage Cost 
 Communicat ion cost 
 Computation Cost 
A.  Storage Cost 
The existing methods only considers one domain. But 
the proposed consists of public and personal domain. 
But it  is considered as only one public domain and 
different attributes exists for each user. For user u  the 
secret key size in PUD id |Au|. It automatica lly  
reduces the key size which  in  turn reduces the 
revocation message size [12]. So all the message to 
be stored with less size only. 
B. Communication Cost 
Since the public key size is small rekey message size 
is very small and is linear with the number of 
attributes in that users secret key which reduces the 
communicat ion cost. 
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C. Computation Cost 
The public domain  security level is chosen with 80 
bits and paired with 160 bit elliptic curve 
cryptography to obtain the PUD secret key. The 
paining based cryptography library is used to 
calculate the secret share. Based on the simulat ion 
results it approximately takes 0.35 mins. 
VIII. CONCLUS ION 
In the proposed scheme, it is possible to achieve 
secure sharing of personal health records and other 
files in cloud computing. Pat ients can have complete 
control of their own privacy through encrypting their 
Personal Health Record (PHR) and other files to 
allow access to selective users. The unique challenge 
introduced by multip le PHR owners and users such as 
security and key management complexit ies are 
greatly reduced by using encryption algorithm that 
has a key size of 56-bits. As Attribute Based 
Encryption (ABE) is used to encrypt the PHR data, so 
that patients can allow access not only to personal 
users, but also various users from public domains 
with different professional roles. On-demand user 
revocation with security is also achieved. Through 
implementation and simulat ion, shows that the 
solution is scalable and high degree of privacy. 
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